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I. AUTHORITY 

 

The Authority of the Secretary of Corrections to direct the operation of the Department of 
Corrections is established by Sections 201, 206, 506, and 901-B of the Administrative 
Code of 1929, 71 P.S. §§61, 66, 186, and 310-1, Act of April 9, 1929, P.L. 177, No. 175, as 
amended. 

II. APPLICABILITY 

 

This policy is applicable to all facilities operated under the jurisdiction of, or conducting 
business with the Department of Corrections, Department employees, volunteers, contract 
personnel, visitors and inmates. 

III. POLICY 

 

It is the policy of the Department to ensure the security of the NCIC/CLEAN/JNET Systems 
and that staff comply with Federal, State, and statutory regulations. To ensure the safety 
and security of all Department facilities, as well as the community, the Department shall 
monitor the access of all individuals and the egress of all inmates from its facilities. This 
monitoring includes all information available through the NCIC/CLEAN/JNET Systems or 
any other electronic informational database. 

IV. PROCEDURES  

 

All applicable procedures are contained in the procedures manual that accompanies this 
policy document. 
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V. SUSPENSION DURING AN EMERGENCY 
 

In an emergency or extended disruption of normal facility operation, the 
Secretary/designee may suspend any provision or section of this policy for a specific 
period. 
 

VI. RIGHTS UNDER THIS POLICY 
 

This policy does not create rights in any person nor should it be interpreted or applied in 
such a manner as to abridge the rights of any individual.  This policy should be interpreted 
to have sufficient flexibility to be consistent with law and to permit the accomplishment of 
the purpose(s) of the policies of the Department of Corrections. 
 

VII. RELEASE OF INFORMATION AND DISSEMINATION OF POLICY 
 

A. Release of Information 
 

1. Policy 
 

This policy document is public information and may be released upon request. 
 

2. Confidential Procedures (if applicable) 
 

Confidential procedures for this document, if any, are not public information and 
may not be released in its entirety or in part, without the approval of the Secretary of 
Corrections/designee. Confidential procedures may be released to any Department 
of Corrections employee on an as needed basis. 

 
B. Distribution of Policy 

 
1. General Distribution 

 

The Department of Corrections’ policy and procedures shall be distributed to the 
members of the Central Office Executive Staff, all Facility Managers, and 
Community Corrections Regional Directors on a routine basis.  Distribution of 
confidential procedures to other individuals and/or agencies is subject to the 
approval of the Secretary of Corrections/designee. 

 

2. Distribution to Staff 
 

It is the responsibility of those individuals receiving policies and procedures, as 
indicated in the “General Distribution” section above, to ensure that each employee 
expected or required to perform the necessary procedures/duties is issued a copy of 
the policy and procedures either in hard copy or via email, whichever is most 
appropriate. 
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VIII. SUPERSEDED POLICY AND CROSS REFERENCE 
 

A. Superseded Policy 
 

1. Department Policy 
 

1.1.4, issued July 22, 2009 by former Secretary Jeffrey A. Beard, Ph.D. 
 

2. Facility Policy and Procedures 
 

This document supersedes all facility policy and procedures on this subject. 
 

B. Cross Reference(s) 
 

1. Administrative Manuals  
 

a. 11.5.1, Records Office Operations 
 

2. ACA Standards 
 

a. Adult Correctional Institutions: 4-4102 
 

b. Adult Community Residential Services: None 
 

c. Correctional Training Academies: None 
 

3. PREA Standards 
 

115.17 
 

 



 

  

 
PROCEDURES MANUAL 

Commonwealth of Pennsylvania • Department of Corrections 
 

 

Policy Subject: Policy Number: 

Centralized Clearances  1.1.4 

Date of Issue: Authority: Effective Date: 

September 29, 2014 Signature on File October 27, 2014 

 John E. Wetzel  
 
 
Release of Information: 
 
Policy Document: This policy document is public information and may be released upon request. 
 
Procedures Manual: The procedures manual for this policy may be released in its entirety or in part, 
with the prior approval of the Secretary/designee. Unless prior approval of the Secretary/designee 
has been obtained, this manual or parts thereof may be released to any Department employee on an 
as needed basis only. 
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Section 1 – Systems Use and Security 
 

A. General 
 

National Crime Information Center/Commonwealth Law Enforcement Assistance 
Network/Pennsylvania’s Justice Network (NCIC/CLEAN/JNET) systems shall be accessed 
by trained personnel who requires this access for the routine operations of their position. 
Information shall be utilized for official purposes and shall be disseminated to Department 
staff who have a legitimate need-to-know/right-to-know, and shall not be disseminated to any 
outside source, unless shared with another criminal justice agency during the course of an 
official investigation/proceeding. Protected or restricted information must be secured 
according to statute and policy.  
 

B. Systems Use 
 

1. Inmates – Systems shall be queried to determine existing criminal history, disposition of 
charges, outstanding warrants, detainers, extradition and any other relevant information 
as required in accordance with Department policy 11.5.1, “Records Office Operations.” 
 

2. Inmate Visitors – Systems may be routinely accessed to assist in the identification or 
approval of visitors on the inmate’s visitation list.  
 

3. Employment – Systems shall be accessed to determine the suitability of potential 
employees and/or the continuation of employment, i.e., promotion, transfer, internal 
investigation, etc. 
 

4. Non-Departmental Staff Access Requests – System access is to determine 
approval for issuing the security clearance of those who may enter or conduct 
business in a Department facility. 
 

5. Investigations – Systems may be accessed during the course of any inquiry, formal or 
information, into criminal/administrative incidents or allegations of criminal/administrative 
wrongdoing.  
 

C. Systems Security 
 

1. The data stored in and available through the NCIC/CLEAN/JNET systems or related 
electronic informational databases, is documented criminal justice information and must 
be protected to ensure correct, legal, and efficient dissemination and use. The systems 
must be secure from any unauthorized use. Non-public criminal history information or 
restricted information obtained through these systems may not be transmitted through 
non-encrypted electronic transfer. An audit trail must be implemented for all criminal 
history information extracted from NCIC/CLEAN/JNET. Each Facility Manager shall 
ensure that only trained and certified operators are authorized direct access to these 
systems. Only those Department personnel who have met all state/federal requirements 
shall have indirect access to restricted information obtained directly from these systems.  
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2. The data stored and available through NCIC/CLEAN/JNET is CONFIDENTIAL and must 
be treated accordingly. Any unauthorized request or receipt of restricted material could 
result in administrative, civil, or criminal proceedings.  
 

3. NCIC/CLEAN/JNET information may only be secondarily disseminated to another 
authorized Criminal Justice Agency on a right-to-know/need-to-know basis, for official 
purposes only, and only when in conjunction with a joint investigation. Release of any 
information secondarily disseminated to another Criminal Justice Agency during the 
course of a joint investigation must be documented.  
 

4. Criminal history extracted from these systems may never be disseminated to any non-
criminal justice agency or individual. Destruction records will be maintained for all CHRI 
extracted from the system.  
 

5. Questions relating to the operation of NCIC/CLEAN/JNET, policy modifications or 
dissemination of this computerized information shall be directed to the Central Office 
System Agency Coordinator/JNET System Agency Coordinator (TAC/JTAC). 
 

6. Each facility shall designate a CLEAN/JNET Field Coordinator as the liaison to the 
TAC/JTAC for NCIC/CLEAN/JNET operations. An alternate Field Coordinator is also 
suggested. These individuals must be experienced certified CLEAN and JNET 
operators who will be responsible for on-site training, testing and troubleshooting. 
 

7. Each facility shall maintain a sufficient number of certified operators to ensure 24-hour 
coverage for the Control area, as well as normal operational routine of the facility. 
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Section 2 – Information Requests and Dissemination 
 

A. Information Requests 
 

The NCIC/CLEAN/JNET systems shall be queried as part of this process to determine 
suitability of all potential Department employees and non-department individuals 
requesting access into Department facilities. The system may also be used in 
subsequent instances of investigation, review, promotion, transfer, etc.  
 
1. The facility Human Resource Office is responsible for the initial background  

 
2. All requests for Centralized Clearances for a single facility are the responsibility of the 

facility Security Office, which may be supplemented by the Centralized Clearance Unit 
(CCU).  
 

3. Clearances for the PA Prison Society, Pennsylvania Board of Probation and Parole 
(PBPP), contract service providers and agency temps will be the responsibility of 
the CCU. 
 

4. Clearances for Central Office projects may be submitted to CCU directly through 
the respective Bureau’s designated liaison.  
 

5. Request for routine inmate information is the responsibility of the Inmate Records Office.  
 

6. All other requests for restricted or protected information from NCIC/CLEAN/JNET 
systems must be pre-approved by an authorized source and only in conjunction with an 
official purpose. These requests should be submitted to the local facility Security 
Office or the CCU.  
 

B. Dissemination of Information 
 

1. The Records Office is responsible for the dissemination of all facility requests for 
NCIC/CLEAN/JNET information extracted from the DC-15. Dissemination of information 
is the oral, written, or electronic transmission or disclosure of restricted/protected/criminal 
history information extracted from the NCIC/CLEAN/JNET System. This information shall 
be used by the Department for official purposes only. Any secondary dissemination of 
this information to a non-criminal justice agency or individual is strictly prohibited. 
Secondary dissemination includes, but is not limited to, visual, oral, electronic or written 
transmission of this information. Secondary dissemination of this information shall be 
logged on the Inmate Dissemination Sheet (Attachment 2-A, Page 1) for control 
purposes, when queried and/or destroyed.  
 

2. Secondary dissemination for all others will be the responsibility of the respective 
office and shall be logged on the Non-Inmate Dissemination Sheet (Attachment 2-
A, Page 2).  
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3. Any individual who is requesting copies of his/her own criminal history records to 
determine completeness and accuracy, or for a non-Department official purpose shall be 
referred to the Pennsylvania State Police (PSP) Repository via PSP form SP 4-164, 
Request for Criminal Record Check (Attachment 2-B). 
 

4. Maintenance of dissemination/destruction logs for all secondary dissemination 
requests from these systems is the sole responsibility of the individual who is 
providing this information. These individuals are responsible for all security and 
expungement requirements.  
 

C. Reproduction of NCIC/CLEAN/JNET Information  
 

1. Inmate Records 
 

a. The Records Office is responsible for the reproduction of all facility requests for 
NCIC/CLEAN/JNET information for an inmate. A dissemination sheet shall be 
appended to each DC-15 in the Identification Section.  
 

b. Secondary dissemination of this information is prohibited without notification to the 
Records Office. All reproduced copies of Criminal History Record Information Act 
(CHRIA) information shall also be stamped in red with the official designated 
disclaimer and logged as required.  

 
2. General 

 
Criminal history inquiries conducted on non-inmates shall be documented in compliance 
with the rules of dissemination/destruction. Responsibilities shall include appropriate 
security, logging, and disposal requirements.  
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Section 3 – Retention and Expungement  
 

A. Retention of Information 
 

1. Inmate Records  
 

The DC-15 shall contain the most recent criminal history record available on the inmate. 
Actual copies of an inmate’s RAP sheet should not be retained within the DC-15.  
 

2. Human Resources  
 

For those candidates appointed to positions within the Department, the original 
NCIC/CLEAN/JNET inquiry responses shall be forwarded with the employment package 
to the Central Office Bureau of Human Resources (BHR) for processing and retention. 
Staff or candidate queries should be conducted using the purpose code “J” for 
criminal justice employment. The facility shall not retain copies. Criminal history 
information extracted from these systems and incorporated into reports of any form will 
not be disseminated to a non-criminal justice agency. 
 

3. Security (Facilities) 
 

When conducting centralized clearance checks for security suitability, the original 
response shall be retained until determination of approval/disapproval is made. This 
electronic response to the NCIC/CLEAN/JNET inquiry shall then be destroyed. Criminal 
history responses generated as the result of an official investigation may be retained 
pending the conclusion of the investigation and the disposition of all charges. The 
NCIC/CLEAN/JNET response shall be destroyed when the information is no longer 
relevant or necessary to the goals and objectives of the investigation or the agency.  
 

4. Central Office/Community Corrections Centers (CCCs)/Training Academy/Community 
Contract Facilities (CCFs) 

 
Criminal history inquiry response maintained by Central Office/CCCs/Training 
Academy/CCFs may be retained until the data is no longer relevant or necessary to the 
goals and objectives of the Department, the data has become obsolete making it 
unreliable for present purposes, or the data cannot be used for strategic or tactical 
intelligence purposes. All queries, dissemination, and destruction of information shall be 
documented according to state/federal regulations, Department policy, and PA statute. 
Only those individuals within CCFs who have been fingerprinted and cleared for 
Criminal History access to information extracted from these systems, shall be 
eligible to review this information. 
 

B. Expungement 
 

1. Upon receipt of official notification of expungement, the Department shall remove any 
evidence of said criminal history from Department documents. This expungement order 
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shall be forwarded to all agents who were recipients of this disseminated information. 
Once the information is expunged, the expungement order shall be destroyed.  
 

2. Responsibilities include appropriate security, logging, and disposal requirements.  
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Section 4 – Centralized Clearance Check Procedures 
 

A. Candidate 
 

1. The candidate (civilian who is requesting clearance) is responsible for completing 
Section A on the Centralized Clearance Check Information Request Form (Public) 
which is available on the Department’s public website (www.cor.pa.gov). Third parties 
may not complete forms on the candidate’s behalf without the candidate’s validation of 
the final document. If additional space is needed, the candidate may use additional 
paper. All fields in Section A shall be completed by the candidate including his/her 
social security number. If the candidate has not been issued a social security number, 
he/she may provide another form of federal identification information such as a 
passport, visa, or alien registration information. If particular information does not apply to 
the candidate, the candidate should indicate N/A in the applicable section of the form. 
Omission of pertinent information or the falsification of information shall be grounds for 
immediate disapproval.  
 

2. A clearance is only valid for a maximum of 24 months for volunteers, agency temps, 
mentors, reentry service providers, contract service providers, Pennsylvania Board of 
Probation and Parole (PBPP) staff, and PA Prison Society official visitors and may be 
issued for shorter periods. Clearances for all others who require recurring access may be 
approved for a maximum of 12 months, however, the length of any clearance approval 
should always represent the period that the individual actually requires access. (28 
C.F.R. §115.17 [e] Contractors) 
 

3. It is the responsibility of the candidate to renew his/her clearance before its expiration. 
For those individuals who have been issued a Department photo ID, the expiration of 
his/her clearance or photo ID will result in an alert being generated on the biometrics 
front panel during the check-in process. Each facility, to include the Centralized 
Clearance Unit (CCU) and the Training Academy, may designate the length of time 
required to process clearance requests.  
 

4. All non-Department staff must have an active clearance before they are issued/reissued 
a Department photo ID.  
 

5. The candidate has three options when selecting the level of clearance he/she is 
requesting. The clearance options are as follows: 
 
a. a single facility clearance for which the facility must be identified; 

 
b. a multi-facility clearance for which all of the facilities that the candidate requests  

authorized approval for access during the clearance period must be identified; and/or 
 
c. a statewide clearance (when requesting this level, access is required at every 

Department facility, otherwise, a multi-facility clearance should be selected and all of 
the requested facilities must be identified). 
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6. Additional facilities may be added to any single or multi-facility clearance by the CCU 
when requested by the facilities or the Central Office Security Office.  
 

7. The Centralized Clearance Check Information Request Form (Public) contains a 
signature line in which the candidate acknowledges that he/she completed the form, 
agrees that the information contained in the application is accurate, and agrees that 
he/she assumes all of the risks and liabilities associated with entering the applicable 
facility or facilities.  
 
NOTE: Any civilian who has been granted a clearance to access a facility, through the 
Centralized Clearance process, shall assume all of the risks associated with entering 
the applicable facility. These civilians shall be supervised by Department staff at all 
times while in a Department facility. The Facility Managers may waive escort 
requirements for contract service providers. Common carrier vendors or emergency 
delivery persons must be supervised by Security staff when inside the secure perimeter 
of the facility or by Department staff when outside the secure perimeter. 
 

8. Full disclosure of all relationships with inmates confined in any Department facility is 
required. Such disclosable relationships with inmates shall include, but are not 
limited to, visitation with, receipt of phone calls from, money transfers to or from, 
and/or, written correspondence with an inmate.  
 

9. Completed forms should be hand delivered, mailed, or sent via email to the Department 
staff requestor for review and submission to the facility Security Office or the CCU.  
 

B. Requestor (Department Staff Member) 
 

The Requestor is an authorized Department staff member who is endorsing and sponsoring 
the candidate’s clearance request. The period of access requested must be justified in 
accordance with the specific event for which access is being requested. Non-
Department staff may not act as Requestors. The Requestor’s responsibilities include the 
following: 
 
1. informing the candidate that the Centralized Clearance Check Information Request 

Form (Public) is available on the Department’s public website at www.cor.pa.gov; 
 

2. reviewing Section A of the form to ensure that the candidate has a legitimate reason for 
requesting the clearance;  
 

3. ensuring that the category and facility or facilities that the candidate is requesting 
access to are appropriate. (For example, if the individual is applying as a potential 
volunteer but has not been approved for this category status, the Requestor should 
indicate this in the comments field in Section B); 
 

4. reviewing the form for any incomplete/illegible fields. (If any incomplete/illegible fields 
are identified, the form will be returned to the candidate for verification of the 
information in question and the approval process will be delayed as a result); 
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5. completing Section B on the Centralized Clearance Check Information Request Form 
(Public) (This section of the form must be completed in its entirety and must identify the 
specific event for which clearance is being requested, the period of time/dates for 
which access is actually required, and/or the nature of the access required. Some 
examples might include: softball team, musical group, or weekly delivery. The 
Requestor should also indicate if there are special provisions applicable to the 
candidate such as “outside secured perimeter only.” (The inclusion of specific 
documentation in Section B by the Requestor will help to expedite the clearance 
approval process for the approving authority); 
 

6. forwarding all Centralized Clearance Check Information Request Forms (Public) to 
the facility Security Office in the time frame acceptable to the applicable facility. 
(Requests for clearances from Central Office may be sent directly to the CCU’s secured 
fax or CCU’s email account [CR, Centralized Clearance] after the authorized Department 
Requestor has completed Section B of the form. Section B must be completed by the 
Requestor or the form will not be processed. The Requestor should not retain personal 
copies of submitted forms);  
 

7. completing the period of access field to reflect a legitimate expiration date. (A request 
form for a one-time performance should contain a single date of requested access. 
Contract service providers, volunteers, and PA Prison Society Official Visitors may be 
approved for a period of access up to 24 months. All other recurring visitors may be 
approved for a maximum of 12 months); and  
 

8. notifying the Facility Security Office or the CCU when a clearance should be inactivated 
due to voluntary separation or loss of privileges. (The clearance and any issued 
Department photo ID must be deactivated.) 

 
C. Consistent with the Prison Rape Elimination Act (PREA) 
 

1. Prior to the engagement of any contractors, the contractor and all of the contractor’s 
employees and/or subcontractors that may have contact with inmates will be 
investigated to ensure that the Department does not enlist the services of any person(s) 
who: 
 
a. has engaged in sexual abuse in a prison, jail, lockup, community facility, juvenile 

facility, or other institution, as defined in 42 U.S.C. §1997 (28 C.F.R. §115.17 [a][1]); 
and/or  
 

b. has been convicted or civilly or administratively adjudicated for engaging or 
attempting to engage in sexual activity in the community facilitated by force, overt or 
implied threats of force, or coercion, or if the victim did not consent or was unable to 
consent or refuse. (28 C.F.R. §115.17 [a][2] and [3]) 

 
2. The Department shall also consider any incidents of sexual harassment when 

determining whether to enlist the services of any contractor who may have contact with 
inmates. (28 C.F.R. §115.17 [b]) 
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3. If a contractor or the contractor’s employee or subcontractor indicates on the 
Centralized Clearance Check Information Request Form (Public) that he/she has 
worked in a prison, jail, lockup, community confinement facility, juvenile facility, or 
other institution, as defined in 42.U.S.C. §1997, the Requestor shall send a PREA 
Current/Prior Employer Letter (Attachment 4-A) to that candidate’s previous 
employer, wait two weeks for a response from the employer, document the request 
for information, and provide that documentation to the facility Security Office. (28 
C.F.R. §115.17[c]) 
 

D. Facility Security Office 
 

1. If a candidate requests a single facility clearance, the Centralized Clearance Check 
Information Request Form (Public) shall be forwarded to the facility Security Office for 
processing in its entirety. Security Office staff shall enter the data into the centralized 
clearance database and review all interfaced Department electronic informational 
databases before the individual’s request for clearance is approved/disapproved. If the 
candidate’s information is already in the centralized clearance database, the 
appropriate facility Security Office staff member shall make any necessary updates to 
the database. The appropriate facility Security Office staff member shall also complete 
Section C of the Centralized Clearance Check Information Request Form (Public) 
and retain the form in a secure location during the clearance period. Upon the 
expiration of the clearance period, the form shall be purged. 
 

2. If a candidate requests a multi-facility/statewide centralized clearance and his/her 
information is not in the centralized clearance database, the appropriate facility 
Security Office staff member shall enter the data for the home facility into the 
database and the requested clearance shall be approved/disapproved at the local level 
before the request is forwarded to the CCU for expanded approval. A CLEAN/JNET 
check shall be conducted on the candidate and the Department’s electronic 
informational databases shall be randomly reviewed prior to approval/disapproval by the 
CCU. Pertinent intelligence and/or investigative information relative to the candidate and 
forms for any new entry or required updates shall be forwarded to the CCU. The 
appropriate facility Security Office staff member shall complete and forward the 
Centralized Clearance Check Information Request Form (Facility) to the CCU.  
 

3. If a candidate has already been approved by Central Office for the facility, a gate pass 
may be issued with no additional CLEAN/JNET check. Additionally, no further 
distribution of the Centralized Clearance Check Information Request Form (Public) is 
required unless an update to demographics or renewal is necessary by the CCU. 
 

4. Any requests for updates to a multi-facility or statewide centralized clearance shall be 
forwarded to the CCU for changes. The appropriate facility Security Office staff 
member shall add the name of the approving Security Office Approver on the 
Centralized Clearance Check Information Request Form (Public). 
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5. If a facility needs to be added to the list of approved facilities, and the candidate’s 
information is in the centralized clearance database and remains current, then the facility 
Security Office Approver shall contact the CCU with the request for the addition.  
 

6. The facility Security Office/CCU shall advise Department staff requestors if a candidate’s 
clearance request has been approved/disapproved, and if warranted, that a specific 
restriction has been designated. Specific details for disapprovals shall not be furnished to 
the applicant to avoid illegal dissemination of information. 
 

7. Only designated facility Security Office staff members, designated Central Office 
Security staff member, selected staff from the Office of Special Investigations and 
Intelligence (OSII), Bureau of Information Technology (BIT) staff, and CCU staff shall 
have authorization to access the complete centralized clearance database, due to the 
protected and restricted information maintained within this database. 
 

8. All original Centralized Clearance Check Information Request Forms (Public) from 
the field shall be sent directly to the Intelligence Captain/designee for investigation under 
the centralized clearance procedures. A copy of the completed Centralized Clearance 
Check Information Request Form (Public) may be maintained in the Security Office 
and/or the CCU for the duration of the clearance period. The Department staff requestor 
shall not retain copies of the form. 
 

9. Consistent with PREA, the facility Security Office shall maintain a copy of the 
Centralized Clearance Check Information Request Form, a copy of the PREA 
Current/Prior Employer Letter, and a copy of the information provided from the 
previous employer for five years, for all contractors who indicate that they have 
worked in a prison, jail, lockup, community confinement facility, juvenile facility, or 
other institution, as defined in 42 U.S.C. §1997. (28 C.F.R. §115.17[a]) 
 

10. The facility Security Office shall ensure that all affected facility staff are trained on how to 
handle the notification alerts associated with expired clearances and photos. 
 

11. The Secretary, Deputy Secretaries, Facility Managers, Deputy Superintendents, Majors, 
Business Managers, Facility Maintenance Managers, and Shift Commanders shall have 
access to the web-based listing within the database of approved candidates for specific 
programs. Eligible staff may apply for this access directly to the CCU.  

 
E. Centralized Clearance Unit (CCU) 
 

The CCU is responsible for the following: 
 
1. processing clearance requests for Central Office access; 

 
2. processing clearance requests for projects submitted by the Central Office Bureau’s 

designated liaison; 
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3. processing clearances for the PA Prison Society, PBPP, agency temps, and contract 
service providers; (28 C.F.R. §115.17 [d]) 
 

4. adding additional facilities to multi-facility designated approvals and updating all 
registered clearances; 
 

5. approving/disapproving all multi-facility/statewide clearances and determining if any  
restrictions are necessary for approved clearances;  
 

6. maintaining physical copies of multi-facility/statewide clearances, when necessary; 
 

7. serving as Application Administrator of the centralized clearance system;  
 

8. developing application enhancements and testing the system; 
 

9. developing/conducting training for all system users; 
 

10. managing the security system for the centralized clearance system;  
 

11. assisting the facilities with processing centralized clearance requests;  
 

12. reviewing contested facility-level clearance request disapprovals and making 
determinations regarding the same;  
 

13. updating additions to the list of approved facilities when a candidate’s information is 
already in the centralized clearance database;  
 

14. auditing access/entries for completeness, accuracy, and compliance with state, federal, 
and statutory regulations; and   
 

15. conducting criminal history checks on all contractors every two years. The CCU 
will contact the applicable facility and Requestor and communicate its findings in 
accordance with Department policy 4.1.1, “Human Resources and Labor 
Relations.” (28 C.F.R. §115.17[e]) 
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Agency Temp – Temporary staff hired through medical staffing agencies covering 
Physicians, Physicians Assistants, Psychiatrists, Dentists, Nurses and CRNPs. They are 
to be processed and validated by the Bureau of Health Care Services. All other temporary 
staff shall be characterized under the “Vendor” category.  
 
Centralized Clearance – Process by which a Department employee requests clearance 
approval on behalf of a non-Department staff member, prior to institution activity related events. 
Non-Departmental staff shall be required to submit a new clearance request form on an 
annual or biennial basis (every two years) depending on their capacity. The designated 
form with processing instructions is available on the Department’s public website at 
www.cor.state.pa.us. Candidates shall indicate their level of clearance request, 
justification and disclosure of all personal descriptors to facilitate this process. 
Candidate will then submit this form to their Department requesting staff member for 
validation and submission to the facility Security Office or the Centralized Clearance Unit 
(CCU).  
 
Centralized Clearance System – An application within DOCNet which includes the vital 
statistics of the candidate requesting access to Department institutions/information, as well as 
the approving authority’s related information. The system shall be administered by the 
Centralized Clearance Unit (CCU) and direct access to this system is restricted to authorized 
Department Central Office Security staff, Office of Special Investigations and Intelligence 
(OSII), facility Security Office staff and associated Bureau of Information Technology (BIT) staff. 
Dissemination of this information is restricted to authorized Criminal Justice Agency staff only. 
Completed hard copies of the Centralized Clearance Information Request Form or restricted 
information obtained from this form may only be retained within the institution Security 
Office/CCU. Limited access to this system will be provided to designated Departmental staff by 
the CCU Administrator indicating type of access, level of access, organization and clearance 
dates of all clearance candidates.  
 
Centralized Clearance Unit (CCU) – The CCU is the Department assigned unit within 
Central Office which is responsible for the complete administration of the centralized clearance 
process. The unit shall be responsible for providing all training, maintaining the restricted 
database, security administration, system enhancements, conducting designated 
sensitive or confidential clearances and shall arbitrate all candidate appeals or institution 
variances. This unit shall conduct all clearances for Contract Service Providers, PA 
Prison Society Official Visitors, agency temporary staff and non-Department 
Commonwealth employees requesting access into Department institutions. This unit will 
also conduct queries of candidates requesting Central Office access or whose 
requesting staff member is assigned to Central Office. They will approve all requests for 
Multi-Institution or Statewide clearances.  
 
Certified CLEAN Operator – An employee, who has completed official training, passed testing 
requirements, is currently in active status, and certified by the Department’s System Agency 
Coordinator and the Pennsylvania State Police (PSP). Operators will be fingerprinted, sign 
statements of liability, and supplemental backgrounds will be conducted on these candidates as 
required by the PSP prior to the issuance or renewal of this certification.  
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Contract Service Provider (CSP) – A business or individual that provides goods or services to 
the Department for monetary reimbursement which includes the care, custody, and control of 
inmates. (For example: staff directly employed by a primary contractor covering medical, 
mental health (agency temp), treatment or contract chaplains.) These individuals will 
initially complete the security application package with an intermediate level background. 
Part-time staff within these categories may also be characterized as CSPs, however, 
must submit to the CSP process and all required training. (Any part-time CSP that does 
not complete this process or any subcontractor to the CSP Agency must be supervised 
by Department staff at all times and shall be considered a vendor.) Clearances for CSPs 
may be approved for a period of up to 24 months.  
 
Criminal Justice Agency – Any court, including the minor judiciary, with criminal jurisdiction or 
any other governmental agency, or subunit thereof, created by statute or by the State or Federal 
constitutions, specifically authorized to perform as its principal function the administration of 
criminal justice, and that allocates a substantial portion of its annual budget to such function. 
Criminal justice agencies include, but are not limited to, organized state and municipal police 
departments, local detention facilities, county, regional and state correctional institutions, 
probation agencies, district or prosecuting attorneys, parole boards, pardons boards, and such 
agencies or subunits thereof, as declared by the Office of Attorney General to be criminal justice 
agencies as determined by a review of applicable statutes and the State and Federal 
constitutions, or both. 
 
Criminal History Information – Information collected by criminal justice agencies concerning 
an individual and arising from the initiation of a criminal proceeding, consisting of identifiable 
descriptions, dates and notations of arrests, indictments, information or other formal criminal 
charges and any dispositions arising from those charges. All criminal history obtained from 
NCIC/CLEAN/NLETS/JNET shall be maintained according to the Criminal History Record 
Information Act (Title 18, Chapter 91).  
 
Department – The Pennsylvania Department of Corrections. 
 
Disclaimer Stamp – A stamp provided to each Department NCIC/CLEAN/JNET terminal site 
specifying the following: 
 
“This document is an original copy and should not be reproduced without following the criteria 
established in CHRIA. All reproduced copies of this document should be logged before 
dissemination. This CHRI is only that which is contained within Department files. A summary of 
statewide CHRI may be obtained from the Pennsylvania State Police, Records and Identification 
Division.” 
 
Dissemination Log – The written log retained at the access terminal site that contains the 
name inquiry, date of birth, social security number, the date of request, the title and name of the 
person making the request for this information, initials of the operator, reason for the request, 
purpose code, and recipient of information.  
 
Dissemination/Destruction Sheet – Documentation of transfer of NCIC/CLEAN/JNET criminal 
history information to a third party within the Department or to an outside criminal justice agency 
when applicable. Documentation shall include chronological entries of subject’s name and title 
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of the individual requesting the information, and the purpose of the request for this information. 
Dissemination sheets shall also include destruction related information.  
 
Expungement – The removal of any indication of criminal information maintained within 
Department files so that there is no trace or indication that such information existed. 
Expungement orders shall be forwarded to all individuals that have received the original 
information to be expunged. All copies of the order shall be destroyed when expungement has 
been completed.  
 
Inmate Visitor – Any individual who, under supervision of security staff, engages in an 
approved inmate visit using the facility visiting room or assigned visiting area. Inmate must 
submit appropriate request documentation for approval to include the visitor’s name, 
DOB, address and relationship. Attorney rooms may be requested if the interview 
requires confidential access.  
 
JNET – Pennsylvania’s Justice Network (JNET) is the Commonwealth’s integrated justice 
portal, which provides a common online environment for authorized users to access shared 
public safety and criminal justice information for official purposes only.  
 
JNET Criminal History User – This role, when issued to a JNET Criminal Justice User, 
provides them with the elevated access to the Pennsylvania State Police (PSP), Computerized 
Criminal History Record Information (CCHRI) and the National Crime Information Center 
(NCIC). If the position warrants, this user status may also allow access to other agency secured 
sites provided all supplemental training has been completed. Users requesting access to this 
role must be PSP CLEAN certified under the direction of the Department System Agency 
Coordinator.  
 
JNET Criminal Justice User – Users requesting this level of access must be directly employed 
by a criminal justice agency, need access to this information to carry out his/her official work 
related duties/functions, and be trained and certified through his/her agency. This role provides 
Department users with the basic access to JNET which includes public criminal history 
information and if the position warrants, PennDOT photos.  
 
JNET Registrar – Responsible for the registration and training of all users, maintains 
agreements, schedules certification installations, initiates key recovery, and manages JNET 
user provisioning information.  
 
JNET Sponsor – The role of the sponsor is to validate the official need of those 
individuals applying for access to JNET. The sponsor should have working knowledge of 
JNET and the responsibilities of those applying for JNET access. Recommended JNET 
users include those regularly assigned to cover the following areas of responsibility: 
Inmate Records, Human Resources and Commissioned Officers assigned to Control or 
the facility Security Office.  
 
JNET Terminal Agency Coordinator (JTAC) – The JTAC is the Department’s point of 
contact relating to the access of elevated applications within JNET that contain criminal 
history information. The JTAC is the liaison between the Department and JNET, PSP and 
the FBI/CJIS. As the administrator, this position is also responsible for enforcement of all 
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state/federal regulations relative to all criminal justice systems including the certification 
process of users authorized for the upgrade to Criminal History User status. Extensive 
experience in both PSP CLEAN Portal XL and JNET CLEAN is required to maintain this 
position. Basic information technology knowledge is preferred. 
 
Mentor – An approved private citizen, organization or government entity designated by 
the Department to provide developmental support to inmates accepted into the 
Department’s Reentry Program. Visitation for mentors that are private citizens will be 
restricted to the Inmate Visiting Room. Visitation for approved organizations or 
government entities may be conducted in designated areas within the Transitional 
Housing Unit.  
 
NCIC/CLEAN/JNET Field Coordinator (FC) – The NCIC/CLEAN Field Coordinator or the 
JNET Field Coordinator is a Department certified operator designated by the Superintendent as 
the liaison between the System Agency Coordinator and their respective facility. The FC is 
responsible for ensuring compliance with Federal and State guidelines at their respective 
institutions; developing local procedures, ensuring the security and maintenance of the 
equipment, conducting in-service training, and re-certification testing of institution operators.  
 
NCIC/CLEAN/NLETS – NCIC is an acronym, which stands for the “National Crime Information 
Center.” CLEAN standards for the “Commonwealth Law Enforcement Assistance Network.” 
NLETS standards for the “National Law Enforcement Telecommunications System.” Together 
they establish a computerized information system as a service to all criminal justice agencies – 
local, county, state, and federal, by providing and maintain a computerized filing system of 
accurate and timely criminal justice information.1 Information relating to operator licensing and 
vehicle registration records is made available through a CLEAN computer-to-computer interface 
with the Department of Transportation and through NLETS. Access to this system also avails 
the Department to a telecommunications system and specific automated functions such as: the 
Interstate Identification Index, PA automated rap sheets, road/weather information, hazardous 
materials, wanted persons, agency directories, and any other function as designated by the 
Pennsylvania State Police Control Terminal Agency. Information extracted from this system is to 
be used for official purposes only.  
 
Official Visitor (Government) – The Governor, Lieutenant Governor, President pro tempore 
and members of the Senate, Speaker and members of the House of Representatives, justices 
and judges of the courts of record, the General Counsel, the Attorney General and his/her 
Deputies as part of their official duties are not required to submit any documentation to 
the Centralized Clearance Unit (CCU), Office of Special Investigations and Intelligence 
(OSII) prior to their visiting a Department institution, provided they continue to serve in 
their official governmental capacities. One employee of the above noted officials may 
also accompany the government Official Visitor when visiting any correctional institution 
and may be present during an interview.  
 
Official Visitor (Pennsylvania Prison Society) – Members of the PA Prison Society who 
have been designated as official visitors, shall submit their centralized clearance request 
forms, accompanied by an official letter with corporate seal documenting active 

                                                            
1 4-4102 
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membership and terms of appointment, directly to the Centralized Clearance Unit (CCU). 
Members whose terms have expired will be suspended until a new letter is issued. 
Clearances may be approved for a maximum of two years but should expire at the 
termination of their active membership is less than two years. Visitation shall take place 
in the Inmate Visiting Room or specific designated area within the institution. Attorney 
rooms may be requested if the interview requires confidential access.  
 
Originating Agency Identifier (ORI) – The Originating Agency Identifier (ORI) is a nine 
character, alphanumeric identifier assigned by NCIC to every agency that is qualified to have 
access to information stored in the NCIC computer. All ORIs shall begin with the assigned state 
abbreviation.  
 
Public Visitor (Non-Inmate Visitor) – Any person from the community who requests access 
into an institution on behalf of the Department for meetings, special projects, worship services or 
similar events. These persons usually include, but are not limited to, sporting teams, outside 
entertainment, athletic officials, church choirs, organizations, religious affiliates, or other 
federal/state/county agencies, etc. These individuals have limited or no direct inmate contact. 
Department staff supervises his/her meetings at all times. The individual sub-categories of 
Public Visitors are categorized as: Public Visitor (Ministry), Public Visitor (Criminal 
Justice Agency), Public Visitor (Entertainment, Sports, Presentations, Activities), and 
Public Visitor (Government Agency). 
                                                                                                                        
Rap Sheet – Rap sheet stands for “Record of Arrest and Prosecution” and it a history of an 
individual’s criminal report.  
 
Reentry Services – Federal, state, county, local and community groups/agencies 
dedicated to the effort to have optimum resources available for the reintegration of 
inmates prior to and upon their release from prison.  
 
System Agency Coordinator (SAC)/JNET Agency Coordinator (JSAC) – The System 
Agency Coordinator (SAC) and the JNET Agency Coordinator (JSAC) are the individuals within 
the Office of Special Investigations and Intelligence (OSII) designated by the agency head, 
who are responsible for ensuring compliance with CLEAN/NCIC/NLETS/JNET policies and 
regulations. An institution liaison shall be designated as the field coordinator for JNET/CLEAN. 
These individuals act as the official liaison between his/her agency, PSP, FBI, and JNET. The 
duties of the SAC/JSAC include, but are not limited to, quality control assurance, internal audits, 
certification training of new operators, updated training, indirect supervision of CLEAN or JNET 
field coordinators, functional testing, problem solving, and misuse investigations. 
 
Vendor – Business or individual that provides goods or services to the Department for monetary 
reimbursement. Vendors that are issued a centralized clearance must be escorted by 
Department staff at all times and have very limited or no inmate contact. Vendors that 
have had any centralized clearance (such as common carriers for deliveries or emergency 
delivery of supplies), must remain under escort by security staff whenever within the secured 
perimeter of the institution or any Department staff if outside the secure perimeter. Vendors 
(Level 1) shall submit to a basic clearance check initially and at each renewal utilizing the 
systems purpose code of “C.” Vendors (Level 2) status are those that have an elevated 
access to unrestricted inmate information, confidential documents, internal policies or 
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any information that is covered by the CHRIA act. These individuals shall receive an 
intermediate level clearance check as characterized by the Centralized Clearance Unit 
and shall be required to submit fingerprints to be classified by PSP and the FBI. System 
queries for level 2 vendors shall utilize the purpose code of “J.”  
 
Volunteer – A person from the community, who has direct contact with an inmate, and on a 
regular basis without compensation, offers services, programs, education, or other assistance to 
an inmate. Volunteers must complete the expanded application process and all required 
training. An individual who volunteers his/her services on an occasional basis without 
compensation may be included as a Volunteer, however, if characterized in this manner, submit 
to the expanded application process and all required training. (Any individual who occasionally 
volunteers his/her time but does not complete this process must be supervised by Department 
staff at all times and shall be considered a Public Visitor). The respective Central Office Director 
shall designate a parent institution for all volunteers or contract service provider candidates 
requesting a centralized clearance for multiple institutions or statewide clearance. The parent 
institution shall be responsible for the application process and training for this individual. 
Clearances may be approved for Volunteers up to a period of two years.  
 


